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5.4

1
Decision/action requested

Appove the pCR below with conclusions for KI#2 (Provisioning of Credentials).
2
References

[1]
3GPP TR 33.857 "Study on enhanced security support for Non-Public Networks (NPN)"

[2]
3GPP TS 23.501: "System Architecture for the 5G System"
3
Rationale

This contribution is a re-submission of S3‑211770 "Conclusions for KI#2 on secure provisioning of PNI-NPN credentials" from SA3#103-e, taking into account the new baseline in TR 33.857 v0.7.0.
It is related to clause 5.39.1 in TS 23.501 [2]: "The UE and the HPLMN may provide functionalities to provision or update the credentials used for NSSAA or credentials for secondary authentication/authorization to the UE. The provisioning via UE Parameters Update procedure as defined in clause 4.20 of TS 23.502 [3] and via User Plane are both supported."
UPU (UE Parameters Update) itself only provides integrity protection, not confidentiality protection. However, secured packet on top of UPU provides confidentiality protection as well.
4
Detailed proposal

***
BEGINNING OF CHANGES ***
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***
NEXT CHANGE ***

7.2
Conclusions on KI#2: Provisioning of Credentials
For secure control plane provisioning of PNI-NPN credentials, secured packet as specified in TS 31.115 [x] on top of UPU (UE Parameter Update via UDM Control Plane Procedure, as specified in TS 23.502 [6]) can be used.

***
END OF CHANGES ***

